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1. Introduction

Y
4 XolidoSign desktop

Program free for signing, verifying and
time-stamping documents on your computer

Find out more possibilities at www.xolidosign.com a h ©

This guide describes step by step the procedure for using the  freeware application  for Windows

platforms provided by Xolido Systems for digitally signing all kind of documents.

Xolido®Sign allows you to perform, on your computer and in an intuitive way, the di gital signature of
all the documents you need to sign. Xolido ®Sign also allows you to timestamp your documents and
include a timestamp into your electronic signatures, using for that a RFC 3161 compatible server that

you determine.

Xolido®Sign provides fun ctionality for verifying electronic signatures. It supports external signatures
of any kind of file and extension, regardl ess to their size. It also supp orts integrated PDF signatures

and timestamp verification.

During the processes, the application takes care of proper security blankets, as revocation status

checking, integrity evaluation...

It performs a quick and automatic process, without complications in the form of use. It has a simple

interface and self -explaining style that will guide you along the  process.

Xolido®Sign is intended for use by any professional or citizen bringing new technologies of digital
and electronic signature, smart signatures verification and time stamping functionality for all kinds

of groups, like students, engineers, professi onals of any kind, SMEs...

Using this application, the process of signing electronic documents will be greatly simplified. It also
gets your shipping costs (stamps, envelopes, paper ...) reduced using electronic documents,

maintaining security in your ele ctronic transactions (invoices, contracts, posting notes...).
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2. Xolido ®Sign - Panel de Control

Xolido®Sign starts up by default showing the Control Panel interface. From there the user can

manage and access the main features of the application. The image  below shows the Control Panel.

Micicosin R ———— s

start and configuration CONTROL PANEL

XolidoSign

Control Panel

What do you want to do?

4 sign () TimeStamp Qa Verify

" Sign

Timestamp For your Security

Keep XolidoSign always updated. The application is in constant development and supervision to adapt it quickly to
S — any cryptographic new.

Verify

Services
Q Global options

" ' Userlicense

Q User Manual
News subscribe (+)

New - ilable XolidoSign @
Solve your WORKFLOW processes with XolidoSign Cloud @
r" Update Free Recognized Timestamp Authorities. Update XolidoSign

XolidoSign available on ZonaTIC (usatudni.es). on INTECO OSI @

~ Support

Support | Update | Userlicense | About XolidoSign

Fig. 1. Xolido®Sign Control Panel.

In the left lateral there are shortcut buttons from which user can access Xolido®Sign options for
processing Signatures, Timestamps and Verifications. Users can also access to one of thes e

functionality from the shortcut | inks in the area fr

Control Panel has a News section for Xolido®Sign, from which the user stays abreast of possible

developments or improvements arising in the environment of general cryptographic services and of

the application in particular.

In the lower left shows the "Services", from which it has direct access to several generic features of

the application.
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Also, at the bottom of the application, are presented several shortcuts fo r accessing Support, Update,
User licenseand About Xolido®Sign, which remain visible all the time , regardless of which functionality

is running .

Global Options settings of Xolido®Sign refer to the generic parameters used and are presented

below:
- Startup a pplication for Xolido ®Sign

This section of the global settings panel you can select the  startup application . The default value at
startup is the Control Panel, but can be set either Sign, Timestamp or Verify options, so that the
application will start pres enting, at the upcoming executions, the selected functionality interface

directly.

'5(9 |doSign 3 GIobarCc;‘f‘irguration =l

Global options

kﬂ Startup Application
Application Language By default XolidoSign starts up with the control panel.

[ ) PKCS11 library options
#, Advanced Options

: g Proxy configuration

i Log options

. Update options

You can select between the available options the start up option for XolidoSign.

TIMESTAMP
VERIFY

[ reset default options ]

Fig. 2. Startup Configuration menu.

- Application Language options

The application also lets the user the option of selecting the  working language of the application

by default, it automatically detects the language based on the location declared in the control panel
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of your computer, however in the application itAs po:

effect occurs after restarting the program.
olidoSign - Global Configuration '

Global options

[6‘ Startup Application

- Application Language The application auto-detects Operating System (OS) language and adapts to it.
() PKCS11 library options
o, Advanced Options You can also select and fix your desired application language.

i g Proxy configuration

38 o otons P —
w0 Update options s
gztjtlsach of XolidoSign occurs.
English
Espariol
Frangais
ltaliano
Portugués
Euskera

{ reset default options ]

Fig. 3. Language Configuration menu.

- PKCS11 Library options

Xolido ®Sign works by default with the operative system certificate store, based on the CSP driver

that every smart card manufacturer deploys for its smart cards.

There is also an option to access electronic ¢ ertificates located on smart cards through  Pkcsll
libraries , allowing users to configure a set of libraries and enable this functionality so that

Xolid0®Sign could access these electronic certificates unattended.

User has to introduce for each library want ed to set up an identifying name and an access path to

the library itself, so that Xolido ®Sign could invoke it when the use of an electronic certificate is

required.

Below is the image for the tab of this configuration option.
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XolidoSign - Global Confi uration

Global options

[6( Startup Application
&

. Application Language PKCS11 libraries allow XolidoSign to access smart cards as an alternative to

B} PKCS11 library options CSP drivers

Advanced Options @ Enable Pkes11 functionality to use smart card certificates

E Proxy configuration

Bl Log options DUIE { edit library ]

“ Update options

[ add library ]

[ remove library ]

R

reset default options ]

Fig. 4. Pkcs11 options Configuration menu.

- Proxy Configuration
Xolido®Sign includes the functionality to configure network connections through proxy server

First option, by default, the application will connect to the network directly, without intermediate

proxy server.

User can also establish Xolido ®Sign to use an intermediate server for connections to the network,
using as reference the Internet Explorer established configuration for a proxy server, which

operative system uses by default.

Also, it is possible for the user to spe cify a custom proxy configuration, so that Xolido ®Sign connects

to the network through it.

Next image shows the tab where options to configure proxy server are available.
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XolidoSign - Global Confi

Global options

[6( Startup Application
&

.. Application Language
| PKCS11 library options
. Advanced Options

E =¥ Proxy configuration
Bl Log options
. Update options

uration

XolidoSign access Internet to perform some operations like revocation checks...

Some computers or networks are configured to access Internet through a proxy.
Here you can set up your proxy configuration, to grant Internet access for XolideSign

".: ) Use Direct Connection (without proxy)
@) Use Default Internet Explorer proxy settings

‘f,: ) Use Custom proxy settings

ame Port number

Authentication required

{ reset default options ]

- Log configuration options

This panel provides a text box with which users can hand -edit the route set for the dump Log data

Fig. 5. Proxy Configuration.

in case you want to carry out an inspection of incidents during the execution of the application.

In addition, to carry out the dump information in the log file, the option

be marked and configured.

By default this option is off and so it is recommended to stay.

Xolido Systems, S.A. - C/ Pio del Rio Hortega, 8z 22 Planta, Oficina 7 - 47014 Valladolid - Spain - www.xolido.com

Enable Log File dump must

Tel. +34 983 298 272 - Fax +34 983 298 205 - info@xolido.com

© 2001-2017 Xolido Systems, S.A.

All rights reserved Xolido® is a registered trademark

8/57



Mod.: D201000074v07 20170301

)ch)hdoSIQn - Globaréonﬁguration )

Global options

[a Startup Application
. Application Language Log file is used to track possible incidences in implementation.

[ 7} PKCS11 library options It might be activated upon request of XolidoSign Technical Service.
o, Advanced Options

E g Proxy configuration
=

i) Update options D Enable log dump into configured file

Log path configuration:
C:\Users\Usuario\Documents'XolidoSign log

reset default options ]

Fig. 6. Log Configuration options.

- Update configuration options

You can also enable or disable update warnings that appear at the start of the appl ication. By
default this option is enabled, so that users will be notified automatically if there is a new version of
Xolido®Sign. It is more than advisable to stay updated about your safety before any new
cryptographic algorithm implemented or improved in advanced information including electronic

signatures.

There is a button, called Check for Updates , with which users could launch a query to online

application repository in order to check if there is a new Xolido ®Sign version.
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Sy t e

oSign - Global Configuration

Global options

‘a Startup Application

. Application Language For your SECURITY it is strongly recomended to keep update warnings enabled.
() PKCS11 library options The application is in constant development and supervision to
", Advanced Options adapt it quickly to any cryptographic new.

a Proxy configuration
Log options Enable update warnings

" ‘ check for updates now }

l reset default options ]

Fig. 7. Updates Configurat ion options.

Below are explained each of the functionalities of the application, including its usage and if

applicable, own configuration options.
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4
A / XolidoSign ¢
document 4 % /-\

L o
electronic \_/
certificate
on the computer

Fig. 8. How to use free Xolido ®Sign application to Sign.

document
signed
electronically

Xolido®Sign allows to perform advanced electronic signatures of all the documents you want,
ensuring that this documents hold integrity property, has not been amended since it was signed or

stamped, and certifying the identity of the author or signer.

Once completed th e process of digital signature, signed files will be available in the selected output

folder, with their corresponding digital signature files.

If you work with Adobe PDF documents, there is the option of embedding digital signature into the

file itself; i n that case, no external digital signature file will be created.

Below, there is an image corresponding to main Xolido  ®Sign z Sign window interface.
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\ XolidoSign

Options  Help

XolidoSign

electronic digital
ignati timestamp

Status Result =) i

Control Panel [_h' select files
E‘ remave item
’/ Slgﬂ [;‘. clear selection

==
° Timestamp

Selected Certificate to sign:
1Thete is not a preselected certificate ‘ E-} certificate selection

{ Verify FERl see cettificate

Output Folder for signed Documents : -
|C:\Documents and SettingsiUsuario\Mis documentastXolidoSian | ) select output folder

&  output folder

(® Sign Without Time-Stamp O Sign With TimeStamp

start process o

Apply native signatures T

Reason Visible signature

Support | Update

Fig. 9. Xolid0®Sign for Signing, main window interface.

Different areas can be appreciated within the a pplication interface, each of which is responsible for
conducting small choices that will guide users towards the ultimate goal, which is to perform digital

signature and/or timestamp for all accessible documents.

3.1. Document Management Area

In the user interface is first presented a block of three options regarding the document

management of files accessible by the user, either on your own computer or local network.

First option ( select files ) leads the user to a Windows dialog box to complete the sele ction of all the

files wanted to be included in the digital signature or time stamping process.

File selection can be multiple so that the application reports a significant time saving for the user
who needs to sign a large number of documents. For this mu ltiple file selection you must press  Ctrl

on your keyboard and then select all the files you want to operate with.

After selecting the files you wish to sign or stamp, the application will show a table with the data of

the Name , Status and Result of each one.
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State and Results properties refer to the situation in every moment of waiting to the launch of the

operation, success in the operation...for every document selected.

Second option (remove item ) allows you to delete from the list those selected documen  ts that you
do not want to sign or stamp, and third option (  clear selection ) allows you to quickly delete all

documents in the selection.

Below is the image with representing this area of document management in the course of an

operation of Digital Signatu re or Stamp.

XolidoSign

® Control Panel
/' Sign

R e
Fig. 10. Document Management Area during operation.

3.2. Electronic Certificate Management Area

To perform the digital signature operation is necessary to hold an electronic certificate, and
therefore the application has to fill in the ¢ orrect selection of the same within a "certificate

repositoryj, which in this case, to facilitate

There are also supported external certificates in what is known as smart cards or cryptographic

cards.

Connecting correctly the card reading device and with the correct drivers, Windows will detected it
and include all certificates into its certificate store, so that electronic certificates can be used easily

with Xolido ®Sign .

Application interface pro vides the Certificate Selection button to present a list of available
electronic certificates so that user can choose the one desired at any time to perform the digital

signature of the selected documents.

t

he
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Xolid0®Sign performs the necessary checks to deter mine the parameters of validation of the
certificate, date of start and end of their period of validity, correct structure of the certificate, checks

about its revocation status...

If the application finds that chosen certificate is not totally reliable, show a warning, and in any case

user is allowed, by its own risk, to continue with the signing process if desired.

In addition, interface displays a brief data for the selected certificate in order to easily recognize the

certificate you are working.

If the user wants to analyse in detail the chosen electronic certificate, he can click on the View

Certificate option, and Xolido ®Sign will display a window with all the data on it.

Below is an image with the snippet corresponding to that certificate selection area.

Selected Cotficate 1o son =
CNeprueds [=uy ceficate selecton

:':‘@ 100 cotficate

Quepue Foider for spned Documents e —
C:\Users\Usuano'\Documents \Xoldo Sgn oy seectouputfolder
& outout folder
Fig. 11. Electronic Certificate Management Area.

3.3. Output Folder Management Area

Next block of options allows the user to set the output folder in which application will save the

documents and signatures or stamps associated.

Xolido®Sign is configured by default to set as an output folder a path within the Documents
directory for the user, however, user are allowed to change this selection, to perform that you must
click on Select Output Folder and proceed to indicate the desired folder to  save the results of the

signature and / or time stamp operation.
The See Output Folder option will display the contents of that folder through Windows explorer.

Below is the snippet of the interface that corresponds to the management zone for output folder
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:-.g see conficate
Output Foider for signed Documerts DT —————
C:\Users\Usuanio\Documents \Xoldo Son | J select outpus folder

& output foider

B Conn Wb 4 Vi O G W, Yoo O Ah Cotnnnd T O i

Fig. 12. Output Folder Management Area.

3.4. Operating Options Management Area
In this interface section of users can configure the operation option desired for the selected files.

There are different possibilities, which are detailed below:

- Sign Without Time -Stamp

Operation is conducted without embed within the digital signature a timestamp for the time that

this signature is carried out.

- Sign with Time -Stamp

Selecting this option, the digital signature will embed a digital mark with the date and time for the
moment that the signature operation has been made.

That is useful to validate the digital signature from a time instant validated by its time stamp.

- Apply Native PDF Signatures

Wh e n sel ecting an option for d i ajable ahk lahility $oi ogematen g doc

differently with Adobe PDF documents.

In this king of documents, digital signature can be embedded in the document itself, so that
Xolido®Si gn wonAt include in the output folder lieatiosepar at
will include only one PDF document, with the same name that the selected one, but with the digital

signature correctly embedded.

Thus, any third party who has the free PDF viewer from Adobe ( Adobe Reader ), can receive and
verify the PDF correctly signed and analyse both the identity of the signer and the moment has been
signed and the Time Stamp Authority endorsing the timestamp (if the option of Sign With Time -

Stamp has been marked).
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One of the many advantages of Xolido ®Sign lies in the possibilit y of performing embedded
signatures of multiple PDF documents completely unattended, with a single click and total flexibility,

all absolutely free.

Below is an image with the interface area related to the selection of operating options that have just

been explained.

Output Folder for signed Documents :

|C:\Documents and Settings\Usuario\Mis documentos\XolidoSign | ,_*i]] select output folder
| a output folder

() SignWithout Time-Stamp O SignWith TimeStamp v

start process o

Apply native signatures T2

Reason Visible signature

Output Folder for signed Documents :

IC:\Dacuments and Settings\Usuario\Mis documentos'XolidoSign ‘ d select output folder
| é output folder

) SignWithout Time-Stamp © SignWith TimeStamp v

start process o

Fig. 13. Operating Options Management Area.

Apply native signatures T2
Beason Visible signature

3.5. Start Operation Area

When all the above steps are completed, you can begin the digital signatures and / or time stamping
operations for all selected documents, just clicking on start proc ess button in a simple and

automatic way.

Below is an image with this last section of the application interface.

| stan process o

Suppont | Update | Userlicense | AboutXokdoSign

Fig. 14. Start Operation Area.
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U

. ¥ XolidoSign
document 4 % /-\ hd

L o
time-stalgp 4 \/
server TSA
on the computer

Fig. 15. How to use Xolido ®Sign for digital timestamping.

} document +
time-stamp

Xolido®Sign allows you to timestamp all your documents and files, so there is a warranty of their
existence in a given date, and ensuring that documents and files satisfy integrity property, that is,

they have not been modified since their time stamping.

Once completed the process of digital time stamping, documents will be available in the selected

output folder, with their corresponding digital timestamps files.

Below, there is an image corresponding to main Xolido ®Sign Z Timestamp window interface.
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Fig. 16. Xolido®Sign main interface for Timestamp.

4.1. Document Management Area

In the user interface is first presented a block of three options regarding the document

management of files accessible by the user, either on your own computer or local network.

First option ( select files ) leads the user to a Windows dialog box to complete the selection of all the

files wanted to be included in the digital signature or time stamping process.

File selection can be multiple so that the application reports a significant time saving for the user
who needs to sign a large number of documents. For this multiple file selection you must press Ctrl

on your keyboard and then select all the files you want to operate with.

After selecting the files you wish to sign or stamp, the a  pplication will show a table with the data of

the Name , Status and Result of each one.

State and Results properties refer to the situation in every moment of waiting to the init of the

operation, success in the operation...for every document selected.

Second option ( remove item ) allows you to delete from the list those selected documents that you
do not want to sign or stamp, and third option (  clear selection ) allows you to quickly delete all

documents in the selection.
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